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1. Licence

1. Licence

RockyLinux offers Linux courseware for trainers or people wishing to learn how to
administer a Linux system on their own.

RockyLinux materials are published under Creative Commons-BY-SA. This means
you are free to share and transform the material, while respecting the author's
rights.

BY : Attribution. You must cite the name of the original author.
SA : Share Alike.

* Creative Commons-BY-SA licence : https://creativecommons.org/licenses/by-sa/
4.0/

The documents and their sources are freely downloadable from:

* https://docs.rockylinux.org

* https://github.com/rocky-linux/documentation

Our media sources are hosted at github.com. You'll find the source code repository
where the version of this document was created.

From these sources, you can generate your own personalized training material
using mkdocs. You will find instructions for generating your document here.

How can I contribute to the documentation project?
You'll find all the information you need to join us on our git project home page.

We wish you all a pleasant reading and hope you enjoy the content.
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https://github.com/rocky-linux/documentation
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2. dK: STIG Rocky Linux 8 Fast - HactuHa 1

2. AK: STIG Rocky Linux 8 Fast - YactuHa 1

2.1 TepMiHOMOriIYHWIA AOBIAHWK

* DISA - AreHTCTBO 0O0OPOHHUX iH(MOPMALiMHUX CUCTEM

* RHELS - Red Hat Enterprise Linux 8

* STIG - [Noci6HUK i3 6€31IeYHOr0 TEXHIYHOT 0 BIPOBAAXKEHHS
* SCAP - npoTOKO/I aBTOMaTH3allil 6e31eYHOoro BMiCTy

* DoD - MiHicTepcTBO 060POHU

2.2 BcTtyn

Y oMy IOCiOHUKY MU PO3MOBiMO, K 3acTtocyBaTu DISA STIG mns RHELS mns
HOBOI iHcTansa1il Rocky Linux 8. Ockinbku cepist cKitagaeTbcst 3 6araTboxX YaCcTHH,
MU TaKOzXK PO3MOBIMO, sK IepeBiputu BignosigHicTe STIG, aganTyBaTu IlapamMeTpu
STIG i 3actocyBatu iHmuu BMicT STIG y 11bOMYy CepemoBHUILIi.

Rocky Linux — 11e moxigua Big RHEL, i Tomy BM™micT, onmy6nikoBanuit oy DISA
RHELS STIG, € ogHakoBUM [j1s1 000X onepalliiHuxX cucteM. HaBiTh Kpallla HOBUHA:
3acTocyBaHHs nmapameTpiB STIG BOymoBaHo B iHcTanssTop Rocky Linux 8 anaconda B
po3mini «ITpodini 6e3neku». ITig KarmoToM yce 11e mpailloe 3a JOIIOMOI 00
iHCTpYMeHTY I1ig Ha3Bo OpenSCAP, akuil 003BOJIsi€ BaM HaJjlallITyBaTU CUCTEMY Ha
cyMicHicTb i3 DISA STIG (m1BMgKo!), a TaKOXK IlepeBipUTHU BIiAIOBIOHICTE CUCTEMHU
iCJIsT BCTQHOBJIEHHS.

4 O6ynmy pobuTHu 1ie Ha BipTyaJibHil MalllMHi Y CBOEMY CEPEIOBUIIli, ale Bce TyT Oyfme
3aCTOCOBAHO TOYHO TaK CaMO Ha YUCTOMY 3aJi3i.
2.2.1 Kpok 1: CTBOpITb BIpTyasibHy MalLuHYy

e [Tam'ate 2G
e nuck 30G

* 1 agpo
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https://www.stigviewer.com/stig/red_hat_enterprise_linux_8/
https://www.open-scap.org/
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2.2.2 Kpok 2. 3aBaHTaxkTe Rocky Linux 8 DVD ISO

rocky8-disa-stig on QEMU/KVM

Virtual Machine View Send Key

14

Overview

OS information
Performance
CPUs

Memory

Boot Options
VirtlO Disk 1
SATA CDROM 1
NIC:95:d6:5b
Tablet

Mouse
Keyboard
Display Spice

Jf Soundich9

Serial 1

Channel gemu-ga
Channel spice
Video Virtio
Controller USB O
Controller SATAO
Controller PCle 0

USB Redirector 1

USB Redirector 2
RNG /dev/urandom

Add Hardware

%
Details XML

Basic Details
Name: rocky8-disa-stig
uuID: af821189-7946-42d7-b124-bdfb1b9a690f
Status: [ Running (Booted)
Title:

Description:

Hypervisor Details

Hypervisor: KVM

Architecture: x86_64
fusr/bin/qgemu-system-x86_64
Chipset: Q35
Firmware:  BIOS

Emulator:

2.2.2 Kpok 2. 3aBanTaxTte Rocky Linux 8 DVD ISO

Download Rocky Linux DVD. IIpumiTtKa. MigiMmansHuM ISO HE MiCTUTH BMICTY,

HeoOxigHoro mist 3actocyBaHHst STIG mist Rocky Linux 8, Bam moTpi6HO

BUKOpUCTOBYBaTU DVD ab0 MepexkeBy YCTAaHOBKY.
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https://download.rockylinux.org/pub/rocky/8/isos/x86_64/Rocky-8.6-x86_64-dvd1.iso

2.2.2 Kpok 2. 3aBanTaxkTe Rocky Linux 8 DVD ISO

Downloads

Download the official release of Rocky Linux from one of our
trusted mirrors.

Rocky Linux 8 (Current)

Planned EOL: May 312029

ARCHITECTURE I1SOS PACKAGES
x86_64 Minimal | DVD | Boot | Torrent | Checksum BaseOS
ARMG64 (aarch64) Minimal | DVD | Boot | Torrent | Checksum BaseOS

2] & i

Alternative Images Cloud Images Archived Releases Documentation Report Bug
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2.2.3 Kpok 3. 3aBaHTaxTe iHCTaNnATop

File VirtualMachine View SendKey
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2.2.3 Kpok 3. 3aBaHTaxTe iHCTaAISATOD

rocky8-disa-stig on QREMU/KVM

WELCOME TO ROCKY LINUX 8.

Asturian

Belarusian

Riillaarian
pulgarian

2.2.4 Kpok 4: CIMOYATKY Bunbepitb Po36u1TTS

ROCKY LINUX 8 INSTALLATION
Eus Help!

What language would you like to use during the installation process?

English (United States)
English (United Kingdom)
English (India)
English (Australia)

English (Canada)

English (Denmark)

English (Ireland)

English (New Zealand)

English (Nigeria)

English (Hong Kong SAR China)
English (Philippines)

English (Singapore)

English (South Africa)

English (Zambia)

English (Zimbabwe)

English (Botswana)

Eeo b e e

Lle, "MOBiIpHO, HaCKJIagHIIINK KPOK Y BCTAHOBJIEHHI Ta BUMOra JOTPUMaHHSA BUMOT

STIG. Bam notpi6Ho Oyme po3minutu (paiioBy CUCTEMY ONepallifHOl CUCTEMU

TAaKUM YMHOM, 1110, UMOBipHO, CTBOPUTDH HOBi mIpo6eMu. IHIITUMU CJIOBAMU: BaM

MMOTPiOHO TOYHO 3HATH, SKi BAIlli BUMOTH [0 IIaM’ STi.

/" ProTip

Linux mo3Bosisie 3MiHIOBATH PO3Mipu (HaiJIOBUX CUCTEM, IIPO IO MU PO3IOBIMO B iHIIi# cTaTTi. [[JOCTaTHBO CKa3aTH, IO 1€ OJHA 3
HaWObinbIIIX Ipo6eM i3 3acTocyBaHHAM DISA STIG Ha yucTOMy 3aiisi, Aisg BUpilIeHHs sgKoi 4acTo MOTPiOHO IOBHE
IIepeBCTaHOBIJIEHHS, TOMY PO3Mip, IKHi BaM NOTPibeH, nepesuilye crenudikariio.
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2.2.4 Kpoxk 4: CITOYATKY Bu6epits Po36urTts

INSTALLATION SUMMARY ROCKY LINUX 8 INSTALLATION
BEus Help!

LOCALIZATION SOFTWARE SYSTEM

Keyboard Installation Source Installation Destination
English (US) Local media = Automatic partitioning selected

Language Support Software Selection KDUMP
English (United States) Server with GUI Kdump is enabled

Time & Date Network & Host Name

Americas/New York timezone Not connected

Security Policy

No profile selected

USER SETTINGS

@ Root Password

b Root account is disabled

@® User Creation

B\ No user will be created

ity Please complete items marked with this icon before continuing to the next step.

* BubGepits «Custom», a moTim «Done»
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2.2.4 Kpoxk 4: CITOYATKY Bu6epits Po36urTts

INSTALLATION DESTINATION ROCKY LINUX 8 INSTALLATION

i

Device Selectio

Select the device(s) yomglike to install to. They will be left untouched until you click on the main menu's "Begin Installation” button.

Local Standard Disks 2
30 GiB

Oxlaf4
vda / 30 GiB free

Disks left unselected here will not be touched.

Specialized & Network Disks

&
Add a disk...

Disks left unselected here will not be touched.

Storage Configuration

Automatic ®) Custom

Full disk summary and boot loader... 1 disk selected; 30 GiB capacity; 30 GiB free Refresh...

 [TouHiTH mOOABaTH PO3MiNTH

-9/46 - Copyright © 2023 The Rocky Enterprise Software Foundation



2.2.4 Kpok 4: CTIOYATKY Bubepits Po30urTs

MANUAL PARTITIONING ROCKY LINUX 8 INSTALLATION

—

¥ New Rocky Linux 8 Installation
You haven't created any mount points for your Rocky Linux 8 installation
yet. You can:

L Click here to create them automatically

o Create new mount points by clicking the '+ button.

New mount points will use the following partitioning scheme:
LVM v

Encrypt automatically created mount points by default:

| Encrypt my data.

When you create mount points for your Rocky Linux 8 installation, you'll be able to
view their details here.

+9- ¢

AVAILABLE SPACE [l TOTAL SPACE
30 GiB 30 GiB

1 storage device selected Reset All

Cxema posnoginy DISA STIG gns oucka 30G. 4 BUKOPUCTOBYIO ITPOCTUMN BeO-
cepBep:

/ (10G)

/boot (500m)

/var (10G)

/var/log (4G)

/var/log/audit (1G)

/home (1G)

/tmp (1G)

/var/tmp (1G)

Swap (2G)

-10/46 - Copyright © 2023 The Rocky Enterprise Software Foundation



2.2.4 Kpok 4: CITOYATKY BuGepits Po36uUTTS

V Pro-Tip

Hanamry#ite / last i BcTaHOBITH oMy CIIpaBi BeIHUKe YHUCIIO, 1€ TPU3Be/e [0 TOTO, 110 BeCh BiIbHUH IIPOCTIP Ha AUCKY 3aTULIIATHCS
Ha /, i BaM He JOBeNETHCS POOUTHU XKOOHUX OOYHCIIEHb.

ADD A NEW MOUNT POINT

More customization options are available
after creating the mount point below.

Mount Point: /

Desired Capacity: 10006|

Add mount point

v Pro-Tip

TToBTOpPEHHS ONIePeHbOI MigKa3Ku npodecionana: HAI[BI/I}KVPITE CIIELIMU®IKALIII Bammx GaiIoBUX CUCTEM, HaBiTh SKII[O BaM
IOBEIEeThCS IX PO3IMIMPUTH TTi3HimIe.

* HaTtucuits «Done» i «Accept Changes»
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MANUAL PARTITIONING

/home
rl-home

/var/log

rl-var_log

/var/log/audit
rl-var_log_audit

/var/tmp
rl-var_tmp

/tmp
rl-tmp

/var
rl-var

/boot
vdal

swap
rl-swap

+ - c

AVAILABLE SPACE [l TOTAL SPACE
1023 KiB 30 GiB

1 storage device selected

1024 MiB

4 GiB

1024 MiB

1024 MiB

10GiB

500 MiB

2GiB

2.2.4 Kpok 4: CTIOYATKY Bubepits Po30urTs

ROCKY LINUX 8 INSTALLATIO

rl-root
Mount Point: Device(s):
/ Ox1af4 (vda)

Modify
Desired Capacity:

9.51 GiB
Device Type: Volume Group:
LV v | [_]Encrypt rl 0 B free) w
File System: Modify
xfs v v Reformat
Label: Name:
root

Update Settinc
Note: The settings you make on this screen will not

be applied until you click on the main menu's ‘Begin
Installation’ button.

Reset All
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2.2.5 Kpok 5: HanaTyiiTe nporpaMue 3a6e3medeHHs i CBOTO CepeioBUIla: BCTAHOBJIEHHS cepBepa 0e3 rpadiunoro iHTepdeiicy KopucTyBayda.

SUMMARY OF CHANGES

Your customizations will result in the following changes taking effect after you return to the main menu and begin installation:
Order Action Type Device Mount point

destroy format Unknown Ox1af4 (vda)

create format  partition table (MSDOS) Ox1af4 (vda)

create device  partition vdal on Oxlaf4

create format  xfs vdal on Oxlaf4 /boot

create device  partition vda2 on Ox1af4

create format  physical volume (LVM)  vda2 on Oxlaf4

create device  lvmvg rl

create device  lvmly rl-var_log

1
2
3
4
5
6
7
8
9

create format  xfs rl-var_log Ivar/log
create device  lvmlvy rl-var_log_audit

create format  xfs rl-var_log_audit /var/log/audit
create device  lvmly rl-tmp

Cancel & Return to Custom Partitioning ‘ Accept Changes

2.2.5 Kpok 5: HanawTyiite nporpamHe 3abesneyeHHs A1 CBOro cepeoBuLLa:
BCTaHOB/IEHHSA cepBepa 6e3 rpaduivHoro iHTepdieiicy KopucTyBaya.

Lle MmaTuMe 3HaYEHHS Ha KPOIi 6, TOMYy SKIII0 BU BUKOPUCTOBYETE iHTEp(dec
KopucTyBada abo KoHdirypariiito pob6ouoi ctaH1ii, mpodins 6e3mexu Oyne iHIIUM.
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2.2.6 Kpok 6: Bubepits nnpodins 6e3nexku

SOFTWARE SELECTION ROCKY LINUX 8 INSTALLATION
Base Environment Additional software for Selected Environment
() Server with GUI [_] Hardware Monitoring Utilities
An integrated, easy-to-manage server with a graphical interface. A set of tools to monitor server hardware.

O Server | (] Windows File Server
___Anintegrated, easy-to-manageserver. This package group allows you to share files between Linux and MS
Minimal Install Windows(tm) systems.
Basic functionality. (| Debugging Tools
) Workstation Tools for debugging misbehaving applications and diagnosing performance
Workstation is a user-friendly desktop system for laptops and PCs. N problems.
() Custom Operating System || DNS Name Server
Basic building block for a custom Rocky system. This package group allows you to run a DNS name server (BIND) on the
) Virtualization Host e
Minimal virtualization host. |_| File and Storage Server
CIFS, SMB, NFS, iSCSI, iSER, and iSNS network storage server.
[ | FTP Server
These tools allow you to run an FTP server on the system.
(| GNOME

GNOME is a highly intuitive and user-friendly desktop environment.

(] Guest Agents
Agents used when running under a hypervisor.

[_| Infiniband Support
Software designed for supporting clustering, grid connectivity, and low-
latency, high bandwidth storage using RDMA-based InfiniBand, iWARP,
RoCE, and OPA fabrics.

[ Mail Server
These packages allow you to configure an IMAP or SMTP mail server.

(| Network File System Client
Enables the system to attach to network storage.

[ | Network Servers
These packages include network-based servers such as DHCP, Kerberos and
NIS.

| | Performance Tools
Tonls for diannnsina sustem and annlicatinn-leval nerfarmance nrohlems

2.2.6 Kpok 6: Bubepitb npodisib 6e3neku

Lle HanmamTye HU3KY ITapaMeTpiB O0e3MeKu B CUCTEMi Ha OCHOBiI BUOPaHOI ITOJIiTUKH,
BUKOPUCTOBYIOUHU CTPYKTYyPy SCAP. Bin 3MiHUTH NaKyHKH, IKi BU BuOpasiu Ha Kpoui
5, momaBiIu ab0 BUOANIUBIIN HEOOXigHI KOMIIOHEHTHU. AKIIO BU 8ubOpa/u iHCTAAIIi0
3 rpadiyHUM iHTepdeicoM KOpUCTyBada Ha KpPOILi 5, i Ha 1IbOMY KpPOIli BA
BukopuctoByeTe STIG 06e3 rpadiuHoro iHTepdency, 11e BUgaauTh rpadigaui
iHTepdetic. BimperynwouTe BiAIoOBigHO!
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2.2.6 Kpok 6: Bubepith mpodins Ge3nexu

INSTALLATION SUMMARY ROCKY LINUX 8 INSTALLATION
m B us Help!
x LOCALIZATION SOFTWARE SYSTEM
E Keyboard Installation Source '[-] Installation Destination

English (US) Local media - | Custom partitioning selected
I Language Support Software Selection Q KDUMP
[re—— English (United States) Server with GUI Kdump is enabled

Time & Date =2 Network & Host Name
! Americas/New York timezone <- Not connected

\ a Security Policy

USER SETTINGS No profile selected

@! Root Password

&3 Root account is disabled

@ User Creation
A No user will be created

Quit

.ty Please complete items marked with this icon before continuing to the next step.

Bubepite DISA STIG onst Red Hat Enterprise Linux 8:

-15/46 - Copyright © 2023 The Rocky Enterprise Software Foundation



2.2.6 Kpok 6: Bubepits mpodins 6e3nexn

SECURITY POLICY ROCKY LINUX 8 INSTALLATION

Change content ‘ Apply security policy:“:]

Choose profile below:

T T T S TS
parameters. Accordingly, this configuration profile is suitable for
use in U.S. National Security Systems.

PCI-DSS v3.2.1 Control Baseline for Red Hat Enterprise Linux 8
Ensures PCI-DSS v3.2.1 security configuration settings are applied.

DISA STIG for Red Hat Enterprise Linux 8
This profile contains configuration checks that align to the
DISA STIG for Red Hat Enterprise Linux 8 V1R5,

In addition to being applicable to Red Hat Enterprise Linux 8, DISA recognizes this
confiquration baseline as applicable to the operating system tier of
Red Hat technologies that are based on Red Hat Enterprise Linux 8, such as:

- Red Hat Enterprise Linux Server

- Red Hat Enterprise Linux Workstation and Desktop

- Red Hat Enterprise Linux for HPC

- Red Hat Storage

- Red Hat Containers with a Red Hat Enterprise Linux 8 image

DISA STIG with GUI for Red Hat Enterprise Linux 8

Select profile

Changes that were done or need to be done:

& No profile selected

HatucHits «Select Profile» i 3BepHiTh yBary Ha 3MiHu, sKi BiH 30UpPa€ThCI BHECTU B

CUCTemy. I_[e BCTAHOBHUTE IIapaMeTPH OJId TOYOK MOHTYBaHH/, O0OacTh/BUOAIUTh

[IporpaMu Ta BHeCe iHII 3MiHU KOHQIrypartil:

Changes that were done or need to be done:

-

v

o

~

AN
package xorg-x11-server-Xorg' has been added to the list of excluded packages
package vsftpd' has been added to the list of excluded packages

package ‘abrt-plugin-logger’ has been added to the list of excluded packages
package ‘abrt-cli’ has been added to the list of excluded packages

package xorg-x11-server-utils’ has been added to the list of excluded packages

. packacge 'pvthon3-abrt-addon’ has been added to the list of excluded packages

Changes that were done or need to be done:

o

9

9

PatRays PUuLyLulcutn Has UESITGUUSY (U LIS US0 U (U DE 113LausU pacRayes
package ‘usbguard’ has been added to the list of to be installed packages
package ‘tmux’ has been added to the list of to be installed packages

package ‘rsyslog-gnutls’ has been added to the list of to be installed packages
package ‘rsyslog’ has been added to the list of to be installed packages
package firewalld' has been added to the list of to be installed packages

nackane ‘nnenscl-nkes 11’ has heen added tn the list nf tn be installed narkanes

-16/46 - Copyright © 2023 The Rocky Enterprise Software Foundation



2.2.7 Kpok 7. HatucHaits «Done» Ta mepeiiTe 4O 0CTaTOYHOT 0 HaJalITyBaHHS

2.2.7 Kpok 7. HaTucHiTb «Done» Ta nepeiaite A0 OCTAaTOYHOro HaslalluTyBaHHS

INSTALLATION SUMMARY ROCKY LINUX 8 INSTALLATION
B us Help!
LOCALIZATION SOFTWARE SYSTEM
@ Keyboard Installation Source Installation Destination
English (US) Local media 4 Custom partitioning selected
Language Support ﬁ Software Selection KDUMP
English (United States) Server Kdump is disabled
Time & Date -) Network & Host Name
Americas/New York timezone e

Not connected

USER SETTINGS

™=y Root Password

&5 Root account is disabled

@® User Creation

™ No user will be created

Quit

.ty Please complete items marked with this icon before continuing to the next step.

2.2.8 Kpok 8. CTBOpITb 06/1iKOBUIA 3annC KOpPUCTyBaYva Ta NpU3HayTe LbOoro
KopucTyBaya afMiHICTpaTopoMm

Y HacTynmHUX NOCiIOHMKaX MM 3MOKEMO IIPUENHATHU 1€ 10 KOPIIOPaTUBHOI
KoHirypatii FreelPA. Hapa3si Mu po3rnsigaTUMeMO Iie OKpeMO. 3ayBaxKTe, IO S He

BCTAHOBJIIOIO I1apOJIb root, a MU HaJla€eMO AOCTYII HalllOMy KOPUCTyBaudeBi 3a
3aMOBUYYBaHHAM sudo .
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2.2.8 Kpok 8. CTtBOpiTH 06/1iKOBUY 3aIIiC KOPUCTYBaya Ta IPHU3HaUYTe IIbOI'0 KOPUCTyBada afgMiHicTpaTopoM

CREATE USER ROCKY LINUX 8 INSTALLATION

-

Full name sshinn

User name sshinn

+/ Make this user administrator

[+ Require a password to use this account

PaSSWord [ A AR R R RN NN} ,@
Strong
Confirm password eeeccccccece oy

Advanced...
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2.2.9 Kpok 9. HarucHite «Done», a motim «Begin Installation»

2.2.9 Kpok 9. HatucHiTb «Donex», a notim «Begin Installation»

INSTALLATION SUMMARY ROCKY LINUX 8 INSTALLATION
BERAus Help!
LOCALIZATION SOFTWARE SYSTEM
@ Keyboard Installation Source Installation Destination
English (US) Local media Custom partitioning selected

Language Support Software Selection KDUMP
English (United States) Server Kdump is disabled
Time & Date =>» Network & Host Name
Americas/New York timezone 6 Not connected

X
O
0
A
<
L.
-
-
X

a Security Policy
USER SETTINGS Everything okay

@ Root Password

Root account is disabled.

User Creation

Administrator sshinn will be created

Quit Begin Installation

-19/46 - Copyright © 2023 The Rocky Enterprise Software Foundation



2.2.10 Kpok 10. ITicis 3aBepllleHHSI BCTAaHOBJIEHHS HATUCHITE «Reboot System»

2.2.10 Kpok 10. lMicna 3aBepLueHHs BCTaHOB/IEHHSA HATUCHITL «Reboot System»

INSTALLATION PROGRESS ROCKY LINUX 8 INSTALLATION
BB us

«J Setting up org_fedora_oscap addon

A0
O
0
3
<
L
5
C
X

Quit
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2.2.11 Kpok 11: VBiitnits y cBoto cuctemy STIG'd Rocky Linux 8!

2.2.11 Kpok 11: ¥Bingitb y cBoto cuctemy STIG'd Rocky Linux 8!

» u B

You are accessing a U.S. Government (USG) Information System (IS) that is
provided for USG-authorized use only. By using this IS (which includes any
device attached to this IS), you consent to the following conditions:

-The USG routinely intercepts and monitors communications on this IS for
purposes including, but not limited to, penetration testing, COMSEC monitoring,
network operations and defense, personmel misconduct (PM), law enforcement
(LE), and counterintelligence (CI) investigations.

-At any time, the USG may inspect and seize data stored on this IS.
-Communications using, or data stored on, this IS are not private, are subject
to routine monitoring, interception, and search, and may be disclosed or used
for any USG-authorized purpose.

-This IS includes security measures (e.g., authentication and access controls)
to protect USG interests--not for your personal benefit or privacy.
-Notwithstanding the above, using this IS does not constitute consent to PM, LE
or CI investigative searching or monitoring of the content of privileged
communications, or work product, related to personal representation or services
by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User
Agreement for details.

Activate the web console with: systemctl enable --mow cockpit.socket

rocky8-disa-stig login: _

AKIo Bce mpouno mobpe, BU MOBUHHI T00a4YuTH TYyT OaHep i3 3aCTepeKeHHIM
MinicTepcTBa 000POHU 3a 3aMOBYYBAHHSIM.
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2.3 IIpo aBTOpa

rocky8-disa-stig on QGEMU/KVM

File VirtualMachine View SendKey

=2 ¢ » B - B

[sshinnBrocky8-disa-stig ~19

2.3 [po aBTOpa

CkotT lIliHH € TeXHIYHUM OUPEKTOPOM Atomicorp i € yacTuHOO KoMaHau Rocky
Linux Security. Bin npaiftoBas i3 ¢pegepaibHUMU iHPOPMaLiMHUMUA CUCTEMaMU
Binoro momy, MiHicTepcTBa 000pPOHM Ta PO3BiAyBaJbHOIO CITiBTOBapucTBa 3 1995
PoKy. HacTKoBO 11e 0ysio ctBopeHHs STIG i Bumora, 11100 Bu iX BUKOPUCTOBYBAJH, i g
OyzKe IIKOAYIO IIPOo IIe.

-22/46 - Copyright © 2023 The Rocky Enterprise Software Foundation



3. Bcryn

3. Bctyn

Y nomepepHiy CcTaTTi MU HaJlallITyBaJid HOBY CchCcTeMy Linux 8 i3 3aCTOCyBaHHAM
DISA stig 3a moriomorot OpenSCAP. Tenep MU pO3rIssHEMO, SIK II€PEBIPUTU
CHUCTEMY 3a OOIIOMOI0OI0 TUX CaMUX IHCTPYMEHTIB, 1 PO3TJITHEMO, SIKi TUIIU 3BIiTIB MU
MOZKeMO CTBOPIOBATHU 3a AOIMOMOTOI0 IHCTPYMEHTIB oscap i ananora SCAP
Workbench gnst inTepdeticy KoprucTyBada.

Rocky Linux 8 (i 9!) mictuth Habip BmicTy SCAP [Oysi TeCTyBaHHS Ta BUIIPABIIEHHS
BiOTIOBIiAHOCTI IPOTHU Pi3HUX CTaHOaApTiB. AKio Bu ctBopunu cuctemy STIG'd y
yacTuHi 1, Bu Bxke Oauunu 1e B Oil. IHcTansTop anaconda BUKOPUCTOBYBAB IieH
BMicT, 11100 3MiHUTH KOHQirypariito rocky 8 mist BnpoBaaKeHHS Pi3HUX €JIEMEHTIB
KepyBaHHS, BCTaHOBJIEHHSI/BUOAJIeHHS MMAKeTiB i 3MiHU crtoco0y poOOTH TOUYOK
MOHTYBaHHSA piBHA OC.

3 4acoM 1Ii pedi MOXKYTh 3MIHUTHCS, i BU 3aX04eTe CTEXKUTH 3a IIMM. JacTo 1 TaKOXK
BUKOPUCTOBYIO IIi 3BiTH, 11100 MOKa3aTH AJOKAa3 TOTO, 10 MEeBHUNW KOHTPOJIb OYJII0
peasni3oBaHO IIPAaBUIbHO. Y OyOb-IKOMY BHUMNAKY, Ile 3amekiio B Rocky. Mu mogyHemo
3 mesIKUX OCHOB.

3.1 Cnucok npodinie 6e3neku

[ITo6 oTpuMaTH CIIMUCOK OOCTYITHUX MPodiniB 6e3meKu, HaM IMOTPiOHO BUKOPUCTATH
KOMaHIY oscap info, SIKy Hafa€ MMaKeT openscap-scanner . Lle Mae OyTH BxKe
BCTAHOBJIEHO y Balllii CUCTeMi, SKIIIO BU CTEXKUTE 3a LIUM, IIOYNHAIOYN 3 YaCTuHHU 1.
[ITo6 oTpuMaTH OOCTYIHI Ipodini 6e3neKn:

oscap info /usr/share/xml/scap/ssg/content/ssg-rl8-ds.xml

/" Tpumitka

BwMicT Rocky Linux 8 BukopucTtoByBaTHMe TeT «rl8» y Ha3Bi ¢datinmy. ¥ Rocky 9 1e Oynme «rl9».

slK1110 BCe mime moOpe, BU MOBUHHI OTPUMATH €KpPaH, SKUM BUTJISAAAE ITPUOIU3HO
TakK:
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https://www.openscap.org
https://csrc.nist.gov/projects/security-content-automation-protocol

3.1 Cniucok npodinis 6e3nexu

sshinn@winona6:~/src/awp-agent/src/awp-agent/active-response — ssh 192.168.122.174 Q

Document type: Source Data Stream
Imported: 2022-04-29T722:32:36

Stream: scap org.open-scap datastream from xccdf ssg-rl8-xccdf-1.2.xml
Generated: (null)
Version: 1.3
Checklists:
Ref-Id: scap org.open-scap cref ssg-rl8-xccdf-1.2.xml
Status: draft
Generated: 2022-04-30
Resolved: true
Profiles:
Title: ANSSI-BP-028 (enhanced)
Id: xccdf org.ssgproject.content profile anssi bp28 enhanced
Title: ANSSI-BP-028 (high)
Id: xccdf org.ssgproject.content profile anssi bp28 high
Title: ANSSI-BP-028 (intermediary)
Id: xccdf org.ssgproject.content profile anssi bp28 intermediary
Title: ANSSI-BP-028 (minimal)
Id: xccdf org.ssgproject.content profile anssi bp28 minimal
Title: CIS Red Hat Enterprise Linux 8 Benchmark for Level 2 - Server
Id: xccdf org.ssgproject.content profile cis
Title: CIS Red Hat Enterprise Linux 8 Benchmark for Level 1 - Server
Id: xccdf org.ssgproject.content profile cis server 11
Title: CIS Red Hat Enterprise Linux 8 Benchmark for Level 1 - Workstation
Id: xccdf org.ssgproject.content profile cis workstation 11
Title: CIS Red Hat Enterprise Linux 8 Benchmark for Level 2 - Workstation
Id: xccdf org.ssgproject.content profile cis workstation 12
Title: Unclassified Information in Non-federal Information Systems and Organiz
ations (NIST 800-171)
Id: xccdf org.ssgproject.content profile cui
Title: Australian Cyber Security Centre (ACSC) Essential Eight
Id: xccdf org.ssgproject.content profile e8
Title: Health Insurance Portability and Accountability Act (HIPAA)
Id: xccdf _org.ssgproject.content profile hipaa
Title: Australian Cyber Security Centre (ACSC) ISM Official
Id: xccdf org.ssgproject.content profile ism o
Title: Protection Profile for General Purpose Operating Systems
Id: xccdf org.ssgproject.content profile ospp
Title: PCI-DSS v3.2.1 Control Baseline for Red Hat Enterprise Linux 8
Id: xccdf org.ssgproject.content profile pci-dss
Title: DISA STIG for Red Hat Enterprise Linux 8
Id: xccdf org.ssgproject.content profile stig
Title: DISA STIG with GUI for Red Hat Enterprise Linux 8
Id: xccdf org.ssgproject.content profile stig gui
Referenced check files:
ssg-rl8-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
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3.2 Aynut BignosigHocTi DISA STIG

DISA — 11e nuiie oguH i3 6araTtbox mpodisiB 6e3neKku, saKi TiATPUMYIOThCSI
Bu3HaueHHAMHU Rocky Linux SCAP. V¥ Hac TakoX € nipodini gis:

* ANSSI

* CIS

* Australian Cyber Security Center
* NIST-800-171

* HIPAA

* PCI-DSS

3.2 Ayaut BignosigHocTi DISA STIG
TyT € nBa Tumnu Ha BuOip:

* stig - 6e3 rpagiunoro iHTepdeicy

* stig gui - 3 rpadivyHuM iHTEpdhEercoM

3anyck ckaHyBaHHSA Ta cTBopeHHA HTML-3BiTy s DISA STIG:

sudo oscap xccdf eval --report unit-test-disa-scan.html --profile stig /usr/
share/xml/scap/ssg/content/ssg-rl18-ds.xml

ITe mpu3Beme [0 TAKOTO 3BiTYy:

-25/46 - Copyright © 2023 The Rocky Enterprise Software Foundation


https://www.ssi.gouv.fr/en/
https://cisecurity.org
https://cyber.gov.au
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.pcisecuritystandards.org/

3.2 Aypurt BignosigrocTi DISA STIG

sshinn@winona6:~/src/awp-agent/src/awp-agent/active-response — ssh 192.168.122.174 Q

Result

Title Verify User Who Owns /var/log Directory
Rule xccdf org.ssgproject.content rule file owner var log
Result

Title Verify User Who Owns /var/log/messages File
Rule xccdf org.ssgproject.content rule file owner var log messages
Result

Title Verify Permissions on /var/log Directory
Rule xccdf org.ssgproject.content rule file permissions var log
Result

Title Verify Permissions on /var/log/messages File
Rule xccdf org.ssgproject.content rule file permissions var log messages
Result

Title Verify that Shared Library Directories Have Root Group Ownership
Rule xccdf org.ssgproject.content rule dir group ownership library dirs
Result

Title Verify that Shared Library Directories Have Root Ownership
Rule xccdf org.ssgproject.content rule dir ownership library dirs
Result

Title Verify that Shared Library Directories Have Restrictive Permissions
Rule xccdf org.ssgproject.content rule dir permissions library dirs
Result

Title Verify that system commands files are group owned by root
Rule xccdf org.ssgproject.content rule file groupownership system commands dirs
Result

Title Verify that System Executables Have Root Ownership
Rule xccdf_org.ssgproject.content_rule file ownership binary dirs
Result

Title Verify that Shared Library Files Have Root Ownership
Rule xccdf org.ssgproject.content rule file ownership library dirs
Result

Title Verify that System Executables Have Restrictive Permissions
Rule xccdf org.ssgproject.content rule file permissions binary dirs
Result

Title Verify that Shared Library Files Have Restrictive Permissions
Rule xccdf org.ssgproject.content rule file permissions library dirs

I BuBene 3BiT HTML.:

-26/46 - Copyright © 2023 The Rocky Enterprise Software Foundation



3.3 CTBopeHHs cileHapiiB Bash mis BumpaBieHHs

xccdf_org.open-scap_testresult_xccdf_org.ssgproject.content_profile_stig | OpenSCAP Evaluation Report - Google Chrome -

@ xccdf_org.open-scap_tes X

<« > C ((D File | /tmp/unit-test-disa-scan.html

< t)® 0@ :

Evaluation Characteristics

Evaluation
target

Benchmark
URL

Benchmark
ID

Benchmark
version

Profile ID
Started at
Finished at

Performed
by

Test
system

awp-hub-rocky8.network
#scap_org.open-scap_comp_ssg-rl8-xccdf-
1.2.xml

xccdf_org.ssgproject.content_benchmark_RHE
8

xccdf_org.ssgproject.content_profile_stig
2022-08-26T15:37:04-05:00
2022-08-26T15:38:20-05:00

root

cpe:/a:redhat:openscap:1.3.6

Compliance and Scoring

CPE Platforms

Ll cpe:lo:rocky:rocky:8.

-

Addresses

127.0.0.1
Z) 192.168.100.254
3 1721701
3 108.06
T 0:0:0:0:0:0:0:1
71 fe80:0:0:0:5054:ff:fefb:f78
7)) fe80:0:0:0:4c83:b16¢:85f2:c3ad
[ZX3 00:00:00:00:00:00
I 52:54:00:FB:OF:78
[ 02:42:AC:73:4D:1C

.
.
.
.
.
.
.
.
.
.

The target system did not satisfy the conditions of 243 rules! Please review rule results and consider applying remediation.

Rule results
[ mpwsses  omme |

Severity of failed rules

Score

Scoring system Score

urn:xcedf:scorina:default 41.687561

3.3 CTBOpeHHSA cueHapiie Bash gns sunpasnieHHs

Maximum

100.000000

Percent

_‘ ! l~!‘.‘u_

Hami Mmu 3reiepyemMo CKaHyBaHHI, a IOTIiM BUKOPUCTAEMO PEI3YJIbTATU CKAHyYBaHHSA

IJIsI CTBOPEHHS CIleHapito bash [ BimHOBIEHHS CUCTEMM Ha OCHOBI mmpodimnio stig

DISA. 4 He peKOMeHOYI0 BUKOPUCTOBYBAaTH aBTOMAaTUYHE BUIIPaBJI€HHS, BaM CJIifg

3aBXIOU IIeperiiagaTu 3MIiHU rnepen ix d)aKTHqHHM 3allyCKOM.
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3.3 CtBopeHH# cueHapiiB Bash gns BunpasneHHs

1) 3reHepyliTe CKaHyBaHHS CUCTEMMU:

sudo oscap xccdf eval --results disa-stig-scan.xml --profile stig /usr/share/
xml/scap/ssg/content/ssg-rl8-ds.xml

2) BUKOpUCTOBYUTE 1ie¥ pe3yabTaT CKaHYBaHHS, 100 CTBOPUTU ClieHaPii:

sudo oscap xccdf generate fix --output draft-disa-remediate.sh --profile stig
disa-stig-scan.xml

OTpuMaHUU ClieHapid MiCTUTHME BCi 3MiHHU, SIKi BiH BHECE B CUCTEMY.

\J
/7 Baxiauso

TlepernsiHbTe Ie, Mepll HixK 3anyckaTtu! Ile BHece 3Ha4YHi 3MiHU B CUCTEMY.
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3.4 CTBOpPEHHS MiAPYYHUKIB IIJOA0 BUIIPABIEHHS

root@awp-hub-rocky8:~/tmp

inactivity_timeout_value='

> assignment assumes a
readarray -t SETTINGSFILES

t | cut -d":" -f1)
DCONFFILE="/et ( 1
DBDIR="/¢

mkdir -p "${DBDIR}"

[ | -z ${DCONFFILE '" >> ${DCONFFILE}
printf ' ‘ ] - ‘ ]" >> ${DCONFFILE}
printf '%s= R 1o i " "uint ${inactivity_timeout_value}" >> ${DCONFFILE}

escaped_value="%(sed ! RS 2 ${inactivity_timeout_value}")"
if grep -q "A\\s*idle-del "${SETTINGSFILES[@]}"

then

${escaped_value} "${SETTINGSFILES[@]}"

fi

dconf update

_heck for setting ir
LOCKFILES=$(grep -r

| cut -d" -f1)
LOCKSFOLDER=

mkdir -p "${LOCKSFOLDER}"
if [[ -z "${LOCKFILES}" ]]
then

fi

dconf update

3.4 CTBOpPEHHSA NiAPYYHUKIB LLLOA0 BUNPAaBIEHHSA

Bu Tako2K MOXKeTe CTBOPUTH [il 3 BUIIPaBIeHHs y ¢opmMaTti ansible playbook.

[aBalriTe MIOBTOPMMO HaBeOEeHUU BUIlle PO3MiJ, ajie 1IbOT0 pal3dy 3 BUBOOOM ansible:

1) 3reHepyliTe CKaHyBaHHS CUCTEMU:
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3.4 CTBOpEHHS IiIPYYHUKIB IIOI0 BUIIPABJIEHHS

sudo oscap xccdf eval --results disa-stig-scan.xml --profile stig /usr/share/
xml/scap/ssg/content/ssg-rl8-ds.xml

2) BUKOpUCTOBYUTE 1e¥ pe3yabTaT CKaHYBaHHS, 100 CTBOPUTU ClieHaPii:

sudo oscap xccdf generate fix --fix-type ansible --output draft-disa-
remediate.yml --profile stig disa-stig-scan.xml

\J
/7 Baxiauso

3HOBY XK TaKu, IIepeTrISHbTE Iie Ieper 3anyckoM! Bu BimuyBaeTe TyT 3aKOHOMIipHiCTE? Llel eTan nepeBipKu AjIs BCiX LUX IIpolenyp
IyKe BaxKJIUBUU!
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3.5 IIpo aBTOpa

root@awp-hub-rocky8:~/tmp

- hosts: all
vars:
var_system_crypto_policy: llstr FIPS
inactivity_timeout_value: !lstr
var_sudo_timestamp_timeout: !lstrx
login_banner_text: !!str A(You[\s\n]+are[\s\n]+accessing[\s\n]+a[\s\n]+U\.S\.[\s\n]+Government[\s\n]

"draft-disa-remediate.yml" 29907L, 1@50440C 29,1 Top

3.5 lNpo aBTOpa

CkotT IIliHH € TeXHIYHUM OUPEKTOPOM Atomicorp i € yactTuHOO KoMaHau Rocky

Linux Security. Bin 6paB y4acTs y dpemepanbHux iHpopMalliiHuX cucteMax binui

miM, MiHicTepcTBO 000pOoHU Ta po3Bigku 3 1995 poky. HacTKoBO 1ie OyJI0 CTBOPEHHS

STIG i BuMOTH 1110 BU BUKOPUCTOBYETE 1X, i MEHi qyzKe MIKoda Ipo IIe.
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4. Beryn

4. Bctyn

Y yactuHi 1 11i€i cepii Mu po3TISAHYIU, TK CTBOPUTH Halll BeO-cepBep i3
3acTocyBaHHsM 0a30Boro RHELS8 DISA STIG, a B yacTuHi 2 MU Oi3HAJINCS, SIK
nepesiputu BignosigHicTs STIG 3a monomoroto iHCTpyMeHTY OpenSCAP. Tennep Mmu
30upaeMocst 3pOOUTH ITOCh i3 CUCTEMOIO, CTBOPUTH IIPOCTY BEDO-ITpOrpamMy Ta
3actocyBaTtu Beb-cepBep DISA STIG: https://www.stigviewer.com/stig/web server/

CriouyaTKy maBauTe NOpiBHSAEMO, y 1110 MU TyT BTAryeMocsi, RHEL 8 DISA STIG
MMpU3Ha4YeHUHU O AyXKe crenupidyHol mi1aTt@opMu, TOMy eJIeMeHTH KepyBaHHS
OOCHUTH JIETKO 3PO3YMITH B IIbOMY KOHTEKCTI, IPOTECTyBaTH Ta 3aCTOCYBaTHU.
Homatku STIG MaioTh OyTU IIEPEHOCHUMHU Ha KinbKa m1aT¢opM, TOMY BMICT TYT €
3arajabHuM, 11100 IpaloBaTy 3 pisHuMH auctpubytuBamu Linux (RHEL, Ubuntu,
SuSE Ttomo)**. Lle o3Hadae, 1110 Taki iHCTpyMeHTH, siK OpenSCAP, He DOIIOMOXKYTh
HaM IePEeBipUTH/BUIIPABUTHU KOH(Irypallito, HaM JOBedeThCs poOuTH 1ie Bpy4Hy. Lli
STIG HacTy1Hi:

* Apache 2.4 V2R5 - cepBep; III0 CTOCYETHCSI caMOT0 BebO-cepBepa

* Apache 2.4 V2R5 - caliT; 1110 CTOCYEThCS BeO-IporpamMu/Bed-cauTy

I71s1 HAIIOTro MOCiOHMKa MU CTBOPUMO MPOCTHM BeO-cepBep, SIKUM JIuie 00CIyTOBYE
CTAaTUYHUHN BMiCT. MU MOKeMO BUKOPUCTATH 3MiHHU, IKi MU BHOCUMO TYT, 1100
CTBOPUTH 0a30Be 300paxkeHHsI, a MOTiM BUKOPUCTATHU I1e 6a30Be 300pakeHHs, KOJIN
ITi3Hille cTBOpPHOBAaTUMEMO OiJIbIn CKIagHi BeO-cepBepu.

4.1 Apache 2.4 V2R5 Server Quickstart

[Tepir HiK mo4YaTH, BaM ITOTPiOHO MOBEPHYTUCS OO YacTUHU 1 i 3acToCcyBaTu
mpodink 6e3neku DISA STIG. BeaxkatiTe 11e K Kpok 0.

1.) BcTaHOBITHL apache Ta mod_ssl

dnf install httpd mod_ssl

2.) 3minu KoHpirypariil
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4.2 [leTanbHU OTIAL €JIEMEHTIB KepyBaHHS

sed -1 's/AN([AM#].*\)**/# \1/g' /etc/httpd/conf.d/welcome.conf
dnf -y remove httpd-manual
dnf -y install mod_session

echo “MaxKeepAliveRequests 100” > /etc/httpd/conf.d/disa-apache-stig.conf

echo “SessionCookieName session path=/; HttpOnly; Secure;” >> /etc/httpd/
conf.d/disa-apache-stig.conf

echo “Session On” >> /etc/httpd/conf.d/disa-apache-stig.conf

echo “SessionMaxAge 600" >> /etc/httpd/conf.d/disa-apache-stig.conf

echo “SessionCryptoCipher aes256” >> /etc/httpd/conf.d/disa-apache-
stig.conf

echo “Timeout 10” >> /etc/httpd/conf.d/disa-apache-stig.conf

echo “TraceEnable Off” >> /etc/httpd/conf.d/disa-apache-stig.conf

echo “RequestReadTimeout 120” >> /etc/httpd/conf.d/disa-apache-stig.conf

sed -i “s/A#LoadModule usertrack_module/LoadModule usertrack_module/g” /
etc/httpd/conf.modules.d/00-optional.conf

sed -i "s/proxy_module/#proxy_module/g" /etc/httpd/conf.modules.d/00-
proxy.conf

sed -i "s/proxy_ajp_module/#proxy_ajp_module/g" /etc/httpd/conf.modules.d/
00-proxy.conf

sed -i "s/proxy_balancer_module/#proxy_balancer_module/g" /etc/httpd/
conf.modules.d/00-proxy.conf

sed -i "s/proxy_ftp_module/#proxy_ftp_module/g" /etc/httpd/conf.modules.d/
00-proxy.conf

sed -i "s/proxy_http_module/#proxy_http_module/g" /etc/httpd/
conf.modules.d/00-proxy.conf

sed -i "s/proxy_connect_module/#proxy_connect_module/g" /etc/httpd/
conf.modules.d/00-proxy.conf

3.) OHOBIiTH ONITUKY OpaHaMayepa Ta 3alyCTiThb httpd

firewall-cmd --zone=public --add-service=https --permanent
firewall-cmd --zone=public --add-service=https
firewall-cmd --reload

systemctl enable httpd

systemctl start httpd

4.2 leTanbHWI OrNSf e/IeMEHTIB KepyBaHHSA

SIKITI0 BM 3aMIIIM TakK AajiekKo, TO, UMOBipHO, BaM Oyme I1ikaBo Ai3HaTHCs Oinblie
npo Te, yoro xouye Big Hac STIG. Lle gormomarae 3po3yMiTU BaXKJIUBICTh eJIeMEHTa
KepyBaHHs, a II0TIM, K BiH 3aCTOCOBYETHLCA [0 Iporpamu. [Honl eteMeHT
KepyBaHHS € TeXHIYHUM (3MiHITh HajlallTyBaHHS X Ha Y), a iHOAI - onepaliiHuM (SIK
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4.2.1 PiBHi

BU MOT0 BUKOPUCTOBY€ETE). B3arasi KaxXy4u, TEXHIYHUU KOHTPOJIb — Iie Te, 110
MO2ZKHa 3MIHUTHU 3a AOIIOMOTOI0 KOAY, a OlepaTUBHUU KOHTPOJIb, UMOBIpPHO, Hi.

4.2.1 PiBHi

e CatI- (HIGH) - 5 Controls
e Cat Il - (MEDIUM) - 41 Controls
e Cat III - (LOW) - 1 Controls

4.2.2 Tvnn

e Technical - 24 controls

* Operational - 23 controls

YV 1i#i ctaTTi MU He OyIeMo pPoO3TIsaAaTy «4oMy>» IIi 3MiHM, a JIullle Te, 110 Mae€
CTaTUCS, SKIIO 1le TEXHIYHUU KOHTPOJIb. AKIIO0 MU HiYOro HE MOXKEMO 3MIiHUTH, K Y
BUIIQAKY 3 OllepaTUBHUM KOHTpoeM, noje Fix: 6yme BimcyTHiM. Xopolila HOBUHA B
OaraTbhox i3 IMX BUNA[KIiB, Ile BxXKe 3a 3aMoBuYyBaHHAM y Rocky Linux 8, Tomy Bam

B3arasi Higvoro He nmoTpibHO 3MiHIOBATH.

4.3 Apache 2.4 V2R5 — IHpopmaLis npo cepsep

(V-214248) Karanoru nporpaM BeOG-cepBepa Apache, 6i6mioTeku Ta ¢ainu
KOoH(irypatii MatoTb OyTU OOCTYIHI JIUIIIE /IS IIPUBiIei0OBaHUX KOPUCTYBaUiB.

Severity: Cat I High
Type: Onepaninauu
Fix: HeMage, repeBipTe, 11100 NTHIle TPUBiIeliOBaHi KOPHUCTYBadi Majii JOCTYII [0
¢daitniB BebG-cepBepa

(V-214242) Be6-cepBep Apache mae HagaBaTu ITapaMeTpPU BCTaHOBJIEHHS, 1100
BUKJ/IIOYWTU BCTAHOBJIEHHS JOKYMEHTAIlil, 3pa3KiB Koy, IIPUKJIadiB mIporpam i

HaBYaJIbHUX IMOCIOHUKIB.
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4.3 Apache 2.4 V2R5 - Indopmatist mpo cepBep

Severity: Cat I High
Type: Technical
Fix:

sed -i 's/A\([M#].*\)/# \1/g' /etc/httpd/conf.d/welcome.conf

(V-214253) Beb6-cepBep Apache mae reHepyBaTH imeHTUdIKaTOP ceaHcy,
BUKOPUCTOBYIOUHU sIKOMOTa OisnbIilie Habopy CUMBOJIIB, 100 3MEHIIIUTU PU3UK
3acTOCyBaHHS Irpy00i CUIH.

Severity: Cat I High
Type: TexHiUYHUMN

Fix: HeMmae, BUIIpaBJieHO 3a yMOoBYaHHAM y Rocky Linux 8

(V-214273) Bepcisa nporpamuoro 3abe3nedyeHHst BeO-cepBepa Apache mae
MIiOTPUMYBATUCS ITOCTAYaIbHUKOM.

Severity: Cat I High
Type: Technical
Fix: Hemae, BunpaBiieHO 3a 3aMOBYyBaHHSIM y Rocky Linux 8

(V-214271) O6mikoBUM 3anucC, TKUM BUKOPUCTOBYETHCS OJIS 3alyCKy BeO-cepBepa
Apache, He TOBUHEH MaTH AiliCHY 000JIOHKY BXOAy Ta BU3HAUEHUU apOJlb.

Severity: Cat I High
Type: Technical
Fix: Hemae, BunpaBiieHO 3a 3aMoBYyBaHHSIM y Rocky Linux 8

(V-214245) Ha Be6-cepBepi Apache mae 6yTu BumkHeHOo Web Distributed
Authoring (WebDAV). Severity: Cat II Medium

Type: Technical

Fix:

sed -1 's/A\([M#].*\)/# \1/g' /etc/httpd/conf.d/welcome.conf

(V-214264) Be6-cepBep Apache mae OyTu HanalllTOBaHUM [AJIs iHTerpailii 3
iHppacTpykTypolo Oe3meKu opraHisaririi.
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Severity: Cat II Medium
Type: Operational
Fix: Hemae, nepecunatu xKypHanu BeO-cepBepa mo SIEM

(V-214243) Beb6-cepBep Apache mae MaTu HalalITOBaHi 3iCTaBJIEHHS PECYPCIiB,
111060 BUMKHYTHU 00CITyTOByBaHHS MTEBHUX TUIIIB (aliliB.

Severity: Cat II Medium
Type: Technical
Fix: HeMae, BUIIpaBJieHO 3a yMoBYaHHAM y Rocky Linux 8

(V-214240) Beb6-cepBep Apache mae micTutu nuitie cinyk06u Ta GyHKIIil, HeoOXimHi
IoJist poOOTH.

Severity: Cat II Medium
Type: Technical
Fix:

dnf remove httpd-manual

(V-214238) Monymni po3mupeHHsT MaloTh OyTHU MMOBHICTIO TepeBipeHi, TpoTecToBaHi
Ta MiANMCcaHi, mepIll HiXK BOHM 3MOXKYTh iCHyBaTU Ha pobodyoMy BebO-cepBepi Apache.

Severity: Cat II Medium
Type: Operational
Fix: 2KogHoro, BUMKHYTH BCi HeMOTPiOHi AJIg mporpamMu MOOYJIi

(V-214268) ®aiinu cookie, skuMu 00MiHIOIOTHECS BeO-cepBep Apache i KiTieHT,
Hanpukiaag ¢auau cookie ceaHCy, HOBUHHI MaTH BIIACTUBOCTI ¢auIiB cookie,
HaJIaIITOBaHI Ha 3a00pPOHY KJIIEHTCHKUM ClleHapissM uuTaTu ¢aiinu cookie maHUX.

Severity: Cat II Medium
Type: Technical
Fix:

dnf install mod_session
echo “SessionCookieName session path=/; HttpOnly; Secure;” >> /etc/httpd/
conf.d/disa-apache-stig.conf
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(V-214269) Beb6-cepBep Apache mae Bumanutu Bci mmmdpu eKcnopry, 1106
3aXUCTUTH KOHQPIOEeHUIINHICTS 1 HiJTiICHICTh mepenaHol iHdopMairil.

Severity: Cat II Medium

Type: Technical

Fix: Hemae, BumpaBiieHo 3a 3aMOBYYBaHHSIM y npodini 6e3meku Rocky Linux 8
DISA STIG

(V-214260) Beb6-cepBep Apache mae OyTu HajalITOBAaHUNM Ha MUTTEBE
BimkoueHHsT ab0 BUMKHEHHS BillajIeHOT O OOCTYIIy 10 PO3MillleHUX IIPOorpaM.

Severity: Cat II Medium
Type: Operational
Fix: Hi, e npouenypa 3ynuHKu BeO-cepBepa

(V-214249) Be6-cepBep Apache mMa€e BifoKpeMuTH pO3MillleHi mporpamMu Bif
dbyHKI11iM KepyBaHHS BeO-cepBepoM Apache.

Severity: Cat II Medium
Type: Operational
Fix: 2KogHoro, 11e cTOCYyeThCSI BEDO-ITpOTpaM, a He cepBepa

(V-214246) Be6-cepBep Apache mae OyTu HalmalITOBaHUM Ha BUKOPUCTAHHS
BKa3aHol [P-agpecu Ta moprTy.

Severity: Cat II Medium

Type: Operational

Fix: HeMmae, BeG-cepBep Ma€ OyTH HaalllITOBAHUN Ha MPOCJIYXOBYBAHHS JIUIIIE
neBHO1 [P-agpecu/mopTy

(V-214247) O6mikoBi 3anucu Bed-cepBepa Apache, siki MaroTh JOCTYII OO OepeBa
KaTaJioTiB, 000JIOHKM YU iHIMIMX QYHKIIIM i yTUIIIT onepalliiiHol CUCTeMHU, MalOTh OyTH

JIUIEe agMiHiCTPAaTUBHUMHU OOJIIKOBUMHU 3alUCaAMHU.

Severity: Cat II Medium

Type: Operational

Fix: Hivoro, yci ¢aiinu Ta Katanoru, ki o6ciayrosye Beb-cepBep, MaloTh HajlexkaTHu
agMiHicTpaTopaM, a He KOpUCTyBauy BebO-cepBepa.
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(V-214244) Beb6-cepBep Apache Ma€ m03BONISATH BUOAJISATH 3iCTaBIEHHS 3
HEBUKOPHUCTAHUMHU Ta BPA3IUBUMMU ClleHAPisIMHU.

Severity: Cat II Medium

Type: Operational

Fix: 2KogHoro, 6ynb-saKi 3icTaBineHHs cgi-bin abo inmri 3icraBnenHs Script/
ScriptAlias, siKi He BUKOPUCTOBYIOThCS, ITOTPIOHO BUOATUTHU

(V-214263) Beb6-cepBep Apache He MOBUMHEH IEPEMIKOOXKATHU 3alIMCy BKAa3aHOT O
BMICTY 3aIlCy XXypHaJIy Ha CepBep XKypHaJly ayouTy.

Severity: Cat II Medium

Type: Operational

Fix: Hi, crmiBnpairoiite 3 agMmiHicTpaTopom SIEM, 1m106 HagaTu MOXKJIUBICTh
3anuCcyBaTH BKa3aHUM BMICT 3alUCy XKYypHAy Ha CepBep XKypHaIy ayguTy.

(V-214228) Beb-cepBep Apache mae 00MeXKUTH KiJIbKiCTh MO3BOJIEHUX OJHOYACHUX
3alIMTiB Ha CeaHC.

Severity: Cat II Medium
Type: Technical
Fix:

echo “MaxKeepAliveRequests 100” > /etc/httpd/conf.d/disa-apache-stig.conf

(V-214229) Be6-cepBep Apache Ma€e KepyBaTu ceaHCOM Ha CTOPOHIi cepBepa.

Severity: Cat II Medium
Type: Technical
Fix:

sed -i “s/A#LoadModule usertrack_module/LoadModule usertrack_module/g” /etc/
httpd/conf.modules.d/00-optional.conf

(V-214266) Beb6-cepBep Apache noBuHeH 3a00poHATH ab0 00MeXKyBaTH

BUKOPUCTAHHS He3axuIllleHux abo HemoTPiOHUX MOPTiB, IPOTOKOJIiB, MOYJIiB i/abo
cryxk0.
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Severity: Cat II Medium

Type: Operational

Fix: Hi, nepekoHauTecs, 10 Ha BeO-caliTi BUKOPHUCTOBYIOTHCS HOOpe BimoMi mOpPTHU
IANA gna HTTP ta HTTPS.

(V-214241) Beb6-cepBep Apache He Mae OyTHu ITPOKCi-CEPBEPOM.

Severity: Cat II Medium
Type: Technical
Fix:

sed -1 "s/proxy_module/#proxy_module/g" /etc/httpd/conf.modules.d/00-proxy.conf
sed -i "s/proxy_ajp_module/#proxy_ajp_module/g" /etc/httpd/conf.modules.d/00-
proxy.conf

sed -i "s/proxy_balancer_module/#proxy_balancer_module/g" /etc/httpd/
conf.modules.d/00-proxy.conf

sed -i "s/proxy_ftp_module/#proxy_ftp_module/g" /etc/httpd/conf.modules.d/00-
proxy.conf

sed -i "s/proxy_http_module/#proxy_http_module/g" /etc/httpd/conf.modules.d/00-
proxy.conf

sed -i "s/proxy_connect_module/#proxy_connect_module/g" /etc/httpd/
conf.modules.d/00-proxy.conf

(V-214265) Beb6-cepBep Apache Ma€e reHepyBaTu 3alUCU XKypHaIy, SKi MOXHa
3icTaBNATU 3 YHiBepcalbHUM KoopauHoBaHUM dYacoMm (UTC)** abo cepenHiMm yacom
3a 'punBiyem (GMT), sKi MalOTh BiAMITKY 3 MiHiMa/lIbHOIO CTYIIIHUACTICTIO B OOHY

CEKyHIY.

Severity: Cat II Medium
Type: Technical
Fix: Hemae, BunpaBiieHO 3a 3aMOBYyBaHHsSIM y Rocky Linux 8

(V-214256) ITonepemxeHHs Ta IIOBIiHOMJIEHHS IIPO IIOMHJIKHU, SIKi BimoOpazkaloThCs
KJIieHTaM, HeoOXimHO 3MiHuTH, 11100 MiHiMi3yBaTu imeHTHdiKa1it0 BeO-cepBepa
Apache, BunpaBieHb, 3aBaHTaXKE€HUX MOOYJIIB i IIIAXiB 4O KaTaloTy.

Severity: Cat II Medium

Type: Operational

Fix: BukopucroByliTe gupektuy "ErrorDocument”, 100 yBiMKHYTH crelianabHi
CTOPiHKY IMOMMUJIOK [AJid KoxiB ctaTtycy HTTP 4xx ab6o 5xx.
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(V-214237) [Ins maHuX XKypHaJy Ta 3aluciB i3 BeO6-cepBepa Apache HeobOximHO
CTBOPUTH PE3€PBHY KOIIiI0 Ha iHIIINW CUCTEMI YU HOCII.

Severity: Cat II Medium
Type: Operational
Fix: Hi, 3amokKyMeHTyliTe TpolleAypy PE3EPBHOT0 KOTiloBaHHS BeO-cepBepa

(V-214236) Indopmartiis xKypHany 3 Beb-cepBepa Apache moBuHHa O0yTu 3axuilieHa
BiZl HecaHKIIiIOHOBaHOI 3MiHU a00 BUOAJI€HHS.

Severity: Cat II Medium
Type: Operational
Fix: Hi, 3amoKyMeHTylTe TPolleAypu PE3EPBHOT0 KOIliloBaHHS BeO-cepBepa

(V-214261) HenpusinetioBaHi 00/1iKOBi 3anucu B CUCTEMi XOCTUHTY MalOTh
OTPUMYBATHU IOCTYI A0 iHdopMaliili Ta QyHKIIi BeO-cepBepa Apache nuiie yepes
oKpeMui 00TiKOBUM 3aMuC agMiHicTpaTopa.

Severity: Cat II Medium

Type: Operational

Fix: Hemae, 0OMeXUTH OOCTYN [0 iHCTPYMEHTY BeO-agMiHiCTPyBaHHS JUIIIE OIS
CHUCTEMHOT'0 agMiHicTpaTopa, BeO-MeHenkepa abo mpu3HadyeHuX BeO-MeHeIKepoM
oci6.

(V-214235) Qaiinu xxypHaiy BeO-cepBepa Apache MaioTh OyTH [HOCTYIIHI JTuille OJis
IIpUBiIeOBaHUX KOPUCTYBayYiB.

Severity: Cat II Medium

Type: Operational

Fix: Hemae. [1106 3axuCTUTH IIiTIiCHICTh JaHUX, SKi 30epiratoThcs y daiinax
XKypHaJy, IIepeKOHaAUTeCs, 110 JO3BOJIM Ha YMTaHHSA (PaijiiB )KypHaly MalOTh JIUIIIE
YJIeHU I'PYIIM ayOUTOPIiB, agMiHICTpaTOPU Ta KOPUCTYBay, IPU3HaYEHUU OJIsd
3alyCcKy IporpaMHoro 3abe3neueHHs BeO-cepBepa.

(V-214234) Be6-cepBep Apache Mma€e BUKOPUCTOBYBATH MeXaHi3M XKypHaJllOBaHHS,
HaJlallITOBAaHUM Ha CIIOBIIlleHHS cIiellianicTa 3 6e3neku iHGopMalliiHOl CUCTEMU
(ISSO) i cucremuoro agmiricTpatopa (SA) y Bunanky 30i#i 00poOKH.

Severity: Cat II Medium
Type: Operational
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Fix: Hi, npaintotiTe 3 agminictpatopoM SIEM, 11106 HanalTyBaTH CIOBIIIIEHHS, KOJIU
OaHl ayouTy He HaAXOoOsAaTh Bi Apache Ha OCHOBI BU3HAYEHOI'0 PO3KJIaay
MiOKJTIOYEHb.

(V-214233) Beb6-cepBep Apache 3a 6anaHCyBaJIbHUKOM HaBaHTaxKeHHS abo ITPOKCi-
CepBEPOM Ma€ CTBOPIOBATH 3allMCH XKypHay, 10 MiCTATh iHpopMmariito po IP-
agpecy KJIi€HTa SIK OKepeia Ta IpU3HAYeHHs, a He 3aBaHTaXKeHHs iH(opMallito mpo
IP 6anaHcepa abo MPOKCi 3 KOXKHOIO MOi€I0.

Severity: Cat II Medium

Type: Operational

Fix: Hi, oTpuMmaTu goCTyn g0 IIPOKCi-cepBepa, 4yepes3 AKNM IIepefacThbCsa BXiTHUU
BeO-Tpadik, i HamamTyBaTU NapaMeTpHu OJIs IIP0o30poi repenayi Be6-Tpadiky Ha BeO-
cepBep Apache.

3BepHiTHCS OO0 https://httpd.apache.org/docs/2.4/mod/mod remoteip.html, 11106
OTpHUMAaTHU A0OAaTKOBY iH(pOpMaIliio IIpo mapaMeTpH XKypHaJIlOBaHHS Ha OCHOBI
HaJlalllTyBaHb IIPOKCI/HaBaHTaXXEHHS.

(V-214231) Ha Be6-cepBepi Apache mae 6yTu BBIMKHEHO CUCTEMHE
KypHaIOBaHHS.

Severity: Cat II Medium
Type: Technical
Fix: Hemae, BunpaBiieHo 3a 3aMoBYyBaHHSIM y Rocky Linux 8

(V-214232) Be6-cepBep Apache ma€e cTBoOproBaTU MPUHAWMHI 3allMCH XKYPHAITY OIS
3alyCKy Ta 3aBeplIeHHS POOOTH CUCTEMHU, MOCTYIIy OO CUCTEMU Ta MOMit
aBTeHTU(DIKaIlil CUCTEMHU.

Severity: Cat II Medium
Type: Technical
Fix: Hemae, BunpaBiieHo 3a 3aMoBYyBaHHSIM y Rocky Linux 8

V-214251 ®aiinu cookie, skumu 0OMiHIOIOTHECSI BeO-cepBep Apache i KiTieHT,
Hanpukiag ¢ainu cookie ceaHcy, TOBUHHI MaTU IapaMeTpu 0e3MeKH, AKi
3a00pOHSIOTH AOCTYH 10 (atiniB cookie 3a MexxamMu BUXigHOTO BeO-cepBepa Apache i
PO3MIIlIEHO]l IPOTrPaMm;.
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Severity: Cat II Medium
Type: Technical
Fix:

echo “Session On” >> /etc/httpd/conf.d/disa-apache-stig.conf

(V-214250) Beb6-cepBep Apache mae pobuTu igeHTHdIKaTOPU CeaHCy HeOiliCHUMU
ITicJIss BUXOOY KOPUCTYBada PO3MillleHOl mporpamMu abo iHIIIOTo 3aBEpPIIIEHHS CeaHCy.

Severity: Cat II Medium
Type: Technical

Fix:
echo “SessionMaxAge 600" >> /etc/httpd/conf.d/disa-apache-stig.conf

(V-214252) Beb6-cepBep Apache mae reHepyBaTu imeHTUdIKATOP ceaHCy MOCTAaTHHO
OOBruii, 1100 MOro HEMOKJIMBO OyJI0 BrajjaTy 3a JOIIOMOTOI0 Ipy0o0i cum.

Severity: Cat II Medium
Type: Technical
Fix:

echo “SessionCryptoCipher aes256” >> /etc/httpd/conf.d/disa-apache-stig.conf

(V-214255) Beb6-cepBep Apache mae 6yTu HamamIToOBaHUM BiIITOBiMHO OO0 poOoYux
BHMOT PO3MIIlleHOl ITPOTrpaMu.

Severity: Cat II Medium
Type: Technical
Fix:

echo “Timeout 10” >> /etc/httpd/conf.d/disa-apache-stig.conf

(V-214254) Beb6-cepBep Apache mae OyTu CTBOpEeHUY TaKUM YMHOM, 1100
IIepeBeCTH UOro y BimoMuil Oe3nedYHU CTaH, K0 He BOAEThCA iHillianizyBaTu

CUCTEMY, 3aBEPIIUTH POOOTY YU 3aBEPIIUTU POOOTY.
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Severity: Cat II Medium
Type: Operational
Fix: Hi, nigrotyiiTe mOKyMeHTaIlil0 IIIOO0 METOHIB aBapiliHOTO BifHOBIEHHS 11 BeO-

cepBepa Apache 2.4 y pa3si HeoOXiZHOCTI BigKOTY.

(V-214257) Iadopmalisa mpo HalarogKeHHs Ta TpaCyBaHHS, Ka
BUKOPUCTOBYETHCS MJIS1 OiarHOCTUKM BeO-cepBepa Apache, mae OyTu BUMKHEHaA.

Severity: Cat II Medium
Type: Technical
Fix:

echo “TraceEnable Off” >> /etc/httpd/conf.d/disa-apache-stig.conf

(V-214230) Beb6-cepBep Apache Mmae BUKOPUCTOBYBaTU KpUIITOrpadito OJid 3aXUCTY
LIIJIICHOCTI BifgasieHUX CeaHCIB.

Severity: Cat II Medium
Type: Technical
Fix:

sed -i "s/A#SSLProtocol.*/SSLProtocol -ALL +TLSv1l.2/g" /etc/httpd/conf.d/
ssl.conf

(V-214258) Beb6-cepBep Apache Ma€e BCTaHOBUTM Yac OUiKyBaHHS HEaKTUBHOCTI

IIJIsI CeaHCIB.

Severity: Cat II Medium
Type: Technical
Fix:

echo “RequestReadTimeout 120" >> /etc/httpd/conf.d/disa-stig-apache.conf

(V-214270) Beb6-cepBep Apache mae iHCcTanmoBaTH OHOBJIEHHS IPOTrPaMHOTO
3abe3medYeHHs, OB’ I3aHi 3 6€3MEeK010, IIPOTATOM HaJlalllTOBAHOTO Mepioay dacy,
YyKa3aHOT0 aBTOPUTETHUM [AxkepesoM (Hanpukinazn, IAVM, CTO, DTM ta STIG).

Severity: Cat II Medium
Type: Operational
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Fix: Hi, incTamolTe IOTOYHY Bepciio ITporpaMHoOro 3abe3nedyeHHss BeO-cepBepa Ta
OIiTPUMYHUTE BiAIIOBiIAHI IaKeTH OHOBJIEHD 1 BUIIPaBJIE€Hb.

(V-214239) Be6-cepBep Apache He MOBMHEH BUKOHYBaTU KePYBaHHS
KOPHCTyBadyaMM [JIs1 PO3MillleHUX ITPOTpaM.

Severity: Cat II Medium
Type: Technical
Fix: Hemae, BunpaBiieHO 3a 3aMoBYyBaHHSIM y Rocky Linux 8

(V-214274) d®arvinu htpasswd Beb6-cepBepa Apache (3a HasIBHOCTi) MalOTh
BimoOpazkaTu HajleXkHe IIPaBO BJIACHOCTI Ta JO3BOJIH.

Severity: Cat II Medium

Type: Operational

Fix: Hi, nepekonariTecs, nio o6sikoBuit 3anuc SA abo Web Manager Bosofie
¢aiinom "htpasswd". [lepekoHauTeCs, 110 OJIsI MO3BOJIiB BCTAHOBJIEHO 3HAYEHHS
«550».

(V-214259) Be6-cepBep Apache mae oOMexXKyBaTU BXigHi 3’€qHAHHS 3 HE3aXUIIIEHUX
30H.

Severity: Cat II Medium

Type: Operational

Fix: Hi, sanamry#ite ¢dain "http.conf", m106 BKIOUYUTH 0OMEKEHHS.
[Tpuknan:

Require not ip 192.168.205
Require not host phishers.example.com

(V-214267) Beb6-cepBep Apache mae OyTu 3axullleHUH Bil 3yIUHKU
HeIIpUBiJIeNOBaHUM KOPUCTYBadyeM.

Severity: Cat II Medium
Type: Technical
Fix: Hemae, BunpaBneHno Rocky Linux 8 3a 3amM0OBYyBaHHAM

(V-214262) Be6-cepBep Apache nmoBrHEH BUKOPHUCTOBYBaTU MeXaHi3M
KypHa/IIOBaHHS, HAJIallITOBAaHUW Ha BUIIJIEHHS JOCTAaTHHO BEJIMKOl EMHOCTI OIS
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30epiraHHs 3aluCiB XKypHaIy, 11100 3aJJOBOJILHUTH BUMOTH BeO-cepBepa Apache mgo

KYPHAJIIOBAHHI.

Severity: Cat II Medium

Type: Operational

Fix: Hemage, nonpaiifoite 3 agMiHictpatopoM SIEM, 11106 BU3HAYUTHU, YU
HasamToBaHo SIEM Ha BupiieHHS MOCTaTHBO BEIMKOl EMHOCTI [yis 30epiranus
3amnuciB XKypHaiy, 100 BiAmoBigaTyu BUMoram BebO-cepBepa Apache mo
XKypHaJIlOBaHHS.

(V-214272) Beb6-cepBep Apache mae OyTu HamalITOBaHUHM BiAIIOBiAHO A0
rmapaMeTpiB KOoHirypaliii 6e3meku Ha OCHOBI KoHQiryparirii 6e3neku MiHicTepcTBa
o0opoHu ab0 BKa3iBOK i3 BIIpoBaKeHHs, BKIoyaouu STIG, mociOHUKY 3
KoHirypatii NSA, CTO ta DTM.

Severity: Cat III Low
Type: Operational
Fix: Hemae

4.4 Npo aBTOpa

CkorT IlIliHH € TeXHIYHUM OUPEKTOPOM Atomicorp i € yacTuHOO KoMaHau Rocky
Linux Security. Bin npaiftoBas i3 ¢pegepaibHUMU iHPOPMALiMHUMUA CUCTEMaMU
Bimoro momy, MiHicTepcTBa 000pPOHM Ta PO3BiAyBaJIbHOIO CITiBTOBapucTBa 3 1995
poky. HacTtuHoIo 1Iboro O0yno ctBopeHHs STIG i BuMmora th Bu BukKopucToByeTe 1X, i g

OyzKe MIKOAYIO TIPOo II€.
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